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A brief history of ransomware

From the early days of the locker-based trojan attacks originating in 1989, ransomware has gone from a low-level concern to a top
cybersecurity threat. With encryption joining the attack strategy in the early 2000s, ransomware took off, evolving even more rapidly
between 2010 and 2020.

This growth spurt occurred in part because of the emergence of Bitcoin as a convenient method of ransom payment that protected the
bad actors’ anonymity, and in part because of the success of exfiltration-style attacks (also known as leakware or doxware), in which
malicious actors threaten to go public with sensitive data unless ransom is paid.
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Ransomware trends today

Ransomware attacks have grown in strength and severity, and associated
costs have skyrocketed as the number of impacted organisations grows and
backups fail as an effective insurance strategy.®’

The average ransom payment is rising: Total ransomware
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Ransomware is an increasing threat that requires proactive strategy and a
multilayered approach. Knowing the likelihood and financial ramifications of
an attack is just the beginning.

Where do you go from here?

In this guide, you’ll learn the four primary components of effective
ransomware readiness and response.



1. Know your vulnerabilities

Ransomware preys on an organisation’s vulnerabilities to infiltrate the environment.
There are two fundamental considerations to keep in mind when assessing your
organisation’s vulnerabilities:

A. Risk exists in every layer of your IT environment.

Ransomware protection starts with taking a full-stack view of your entire infrastructure.

It only takes one weak spot to let attackers in. Identifying and addressing existing security
concerns at every level of your organisation, from network security to backup architectures
and beyond, should be top priority.

éé B. Human error is behind most successful ransomware attacks.
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The prevalence of human error is so profound that

most ransomware attacks depend on it. Even though
ransomware has evolved, most attacks still rely on an end
user to accidentally provide credentials or click to activate a
malicious program.

While it may never be possible to solve the problem of
human error entirely, it is possible to minimise your risks and
fill the gaps with properly built architectures and properly
implemented security protocols across your organisation.
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85% -
of breaches involved a
human element in 2020."

Creating security at the identity, endpoint,
network, and infrastructure layers is critical
for comprehensive risk mitigation.
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2. Secure your data
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Considerations for securing your data start with understanding what it is
you're trying to protect. The prevalence of exfiltration attacks can be tied
to the increasing value of data and the growing amounts of sensitive data
generated, stored, and used by high-risk organisations.

Data immutability is another point to consider — that is, creating data that
can’t be changed once written. The term comes up often in conversations
about ransomware. In theory, it's a practical solution. In practice, it can be
difficult to achieve. Especially when your attackers are leveraging access to
internal controls to compromise your backup environments — but more on
that in the next section.

Because of the difficulty of true data immutability, it’s critical to ensure your
data protection platform is secure. While this consideration is still important
for on-premises data, organisations need to take extra care to protect data
stored in the cloud.
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There’s a common assumption that data is automatically safer in the cloud.
This couldn’t be further from the truth. Cloud service agreements often
specifically recommend you employ a third-party source for data protection.
Remember: You're responsible for your data.

Take a data-focused approach and ask:
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“What kind of data am “Where does this
| dealing with?” data live?”

P

“How are we
protecting it?”

When you can answer all of those questions, you'll have a much stronger
foundation for moving forward.



3. Back up your backups

For a long time, data backups have been considered the primary plan in case of an attack. Now? Backups are where the
attackers are choosing to start. It works something like this:

Your backup software and architecture are great; you think you’re protected. Then, someone in your organisation slips up.

As a result, an attacker has admin credentials. With those credentials, they can spend time in your environment, learning your
backup process, and then attacking the backups before unleashing their ransomware. Now your failsafe is gone, and you're
much likelier to pay the ransom to unencrypt your remaining data.

“l've had customers who did all the right steps as far as having backup appliances, having
data replicated between two data centers, etc. But it wasn’t really the backup software

or the appliances themselves that posed a problem. It was either a default password, or
somebody was able to compromise the admin credentials. They got in there and basically
wiped the backup appliances and then set loose the ransomware.”

— Data Protection Solutions Architect, Insight

Backups alone aren’t enough, and backups in the cloud don’t mean your data is secure. Backups were safer back when
networks and physical perimeters were easier to secure. But with the evolution of work from home and Internet of Things
(loT), perimeters are harder to define and secure, making it even more important to audit your backup environments and have
appropriate data isolation/air gap strategies in place.

The best way to keep your data protected from ransomware is by having:

Multiple copies of /—\:—:> Spanning multiple ﬁTﬁ Stored in multiple locations,

the data media types preferably including off-site



4. Have a plan (and test, modify, and practice it)

There are many things you can do to reduce your risk of ransomware attacks, but
there’s no way to completely prevent them. The best course of action is to prepare
as if you're certain you’ll experience a data breach because — statistically speaking
— it's likely.

“The assumption should be that it’s not if, it's when.
So, are we prepared and what are we going to do?”

— Lead Architect, Insight
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Planning

Developing a disaster recovery plan is a critical, and

often overlooked, piece of the ransomware puzzle.

From network security considerations to legal implications,
evaluate all the potential impacts of a ransomware event
and determine a plan of action. You can collaborate with
security service professionals to create a customised,
actionable incident response plan. Too many organisations
have limited remediation plans that exist only in
someone’s brain somewhere. It’s also important that

the plan is well documented and extends to your

entire organisation.

Testing

Just as important as developing a plan is testing it.

Test your plan in your current environment for any flaws,
adjusting as necessary, and practicing it on a timely basis,
continuing to revise as needed. This not only ensures that
internal teams are ready to respond quickly and effectively
in case of an event, but that your plan is up to date and
optimally positioned for best results.

@ Education

According to data from IBM, only 38% of state and local
government employees are trained in ransomware
prevention, which is especially concerning given the
amount of risk facing public organisations.™



With human error at the top of
the ransomware chain reaction,

education can’t be overlooked.

o, 3
All individuals within an organisation should ‘*’vﬁ% %ﬁ:
receive basic training on ransomware, : .
particularly how to spot and report phishing - e M"&x,

and spoofing attacks. w

Ransomware is ready. Are you?

Every organisation’s approach to ransomware will be unique. An effective strategy will take into account several factors,
including the quantity and nature of your data as well as the complexity of your IT infrastructures.

Insight can help you evaluate your current security stance in light of the evolving threat of ransomware, working with you to
develop a holistic approach to cybersecurity that protects every layer of your IT environment and matches your organisation’s
specific needs.

If you're ready to talk about ways to improve your organisation’s ransomware readiness,


https://uk.insight.com/en_GB/knowledge-base/contact-us.html

Insight

uk.insight.com
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